IMAMSITKA JJI51 OBYYAIOIINUXCSA _
Ob UHO®OPMAIIMOHHOU BE3OITACHOCTHU JETEHN

HEJIb351

1. Bcem moapsim cooOmaTh CBOK 4YacTHYI0 HMH(popMmaiuioo (Hacrosue ums, pamwmmmio, tenedoH, azapec,
HOMED HIKOJIBI, a TaKXke (hoTorpaduu CBOH, CBOCH CEMbU U IpYy3€il);

2. OTKpBIBaTh BIIOKEHHBIE (DaiiiIbl AIEKTPOHHON MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIS;

3. I'pyOuts, npuauparthcsi, OKa3bIBaTh AABICHHUE - BECTH c€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacriopspkaiicst J€HbI'aMH TBOCH ceMbH 0€3 pa3pelIeHus CTapInX - BCEra CIpalinBai poauTeIIei;

5. He Bcrpeuaiics ¢ MHTepHET-3HAKOMBIMM B PEAIBHOM KU3HM - IIOCOBETYMCS CO B3POCIBIM, KOTOPOMY
JOBepsielIb.

OCTOPOXKHO

1. He Bce numyT nipaBay. Yurtaems o cebe Henpaay B HTepHeTe - co001mu 00 3TOM CBOUM POJAUTEISIM HIIN
OTIEKyHaM;

2. llpurnamaroT mepenuchiBaThCsl, UTpaTh, OOMEHUBATHCS - MPOBEPH, HET JIU MOJABOXA;

3. He3akonHoe konupoBanue ¢aiiinos B UHTepHETE - BOPOBCTBO;

4. Beerpa paccka3biBail B3pOCIbIM O TTpo0JIeMax B CETH - OHU BCET/la IIOMOTYT;

5. Ucnonp3yit HacTpOKU 0€30MacCHOCTA U MPUBATHOCTH, YTOOBI HE MOTEPSATh CBOM aKKAYHTHI B COLICETSAX U
JIPYTHX TOpTaJIax.

MO>KHO

1. YBaxaii Ipyrux nojbp30BaTeinen;

2. Ilonp3yenibest IHTEpHET-UCTOUHUKOM - Jieail CChUIKY Ha HETO;

3. OTKpBIBaii TOJBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. O0maThcs 3a TOMOIIBIO B3POCIIBIM - POAUTENH, ONIEKYHBI U aIMUHUCTPAIIMS CAUTOB BCET]a TTIOMOTYT;
5. Ilpoiign o6yuenue Ha caiite "CeTeBHUOK" U MOIYyYH NacnopT HU(POBOro rpaxaaHuHal



NHOOPMALIMOHHASA TAMATKA IJIAA OBYYAIOIUXCA

C KaXIbIM I'OAOM MOJOACKHW B MHTCPHCTC CTAHOBHUTCH 60J'H>H_Ie, a IIKOJBbHUKHW OAHU U3 CaMbIX aKTHBHBIX
nosnb3oBareield Pynera. Mexay TeM, MOMHMO OTPOMHOTO KOJIMYECTBa BO3MOXKHOCTCH, MHTEPHET HECET U
npoOJieMbl. DTa maMsATKa JOJHKHA TOMOYb TeOe 0€30MacHO HaXOUThCS B CETH.

Komnbrorepubie BUpyChbl

KomMmnproTepHblii BUpYC — 3TO Pa3sHOBHIHOCTb KOMIIBIOTEPHBIX MPOTPaMM, OTJIMYUTEIBHOM OCOOEHHOCTHIO
KOTOPOH SIBJISIETCSA CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JonosHeHHe K 3TOMY, BUPYCBl MOT'YT MOBPEIUTh WU
MOJTHOCTBHIO YHUYTOXXUTH BCE (ailyibl M JaHHbIE, TOAKOHTPOJIBHBIEC TOIB30BATEIN0, OT UMEHH KOTOPOro Oblia
3aIlyllleHa 3apayKeHHAas IporpamMma, a TaKkKe IOBPEIUTh WIH JaK€ YHUUYTOKUTH ONEPALMOHHYIO CUCTEMY CO
BceMH (haiiimaMu B 11e7I0M. B OONBIIMHCTBE CIy4aeB pacpoCTPaHIIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToapl 3a1UThI OT BPEAOHOCHBIX IIPOTPAMM:

1. Hcnonp3yll cOBpeMEHHBIE ONEpPALMOHHBIE CHCTEMbI, HMEIOLUE CEPbE3HbIH YPOBEHb 3alllUThl OT
BPEIOHOCHBIX ITPOrPaMM;

2. IlocrostHHO ycTaHaBiuBail nmadytu (LIUQPOBbIE 3aIlJIaTKU, KOTOpPbIE aBTOMATUYECKU YCTAHABIIMBAIOTCS C
LEJIBIO IOpPaOOTKU IPOTrpaMMBbl) U Ipyrue oOHOBIIEHHs CBOEH omepalMoHHOM cucteMbl. CkaunBail UX TOJIIBKO
¢ opunmansHOTO caiita pazpadorunka OC. Ecnu cymmecTByeT pexxuM aBTOMaTHIECKOT0 OOHOBIICHUS, BKITFO YN
ero;

3. Paboraii Ha cBOeM KOMIBIOTEpE IO/ IpaBaMH IOJIb30BATENs, a HE aJIMHUHHCTPATOpa. DTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEIOHOCHBIX ITPOrpaMM HHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBHOM KOMIIBIOTEPE;

4. Wcnonp3yll aHTUBHPYCHBIE MPOTPAMMHBIE NPOAYKTHl M3BECTHBIX HPOU3BOJUTENEH, C aBTOMaTHYECKUM
oOHOBIIEHHEM 04a3;

5. Orpannp (HU3HYECKHA JOCTYI K KOMIIBIOTEPY IS TOCTOPOHHUX JIHIL;

6. Mcnonp3yii BHEIIHUE HOCUTENN MH(POPMALUK, TaKhe Kak (hiemka, TUCK UK (ailyl U3 MHTEpHEeTa, TOJIbKO
U3 MIPOBEPEHHBIX HCTOYHHKOB;

7. He oTkpbIBail KOMIbIOTEpHbIE (aiiiabl, MOTYUYEHHBIE W3 HEHAJEKHBIX HCTOYHMKOB. Jlaxe Te ailnsl,
KOTOpBIE MTpHCIIai TBOM 3HAaKOMBIN. Jlydllle yTOUHU y HEro, OTIPABIISUI JIU OH Te0e HX.

Ceru WI-FI

Wi-Fi - aT0 He BUJ IMepeaayd JaHHBIX, HE TEXHOJOTHs, a BCEro Juinb Opena, mapka. Eme B 1991 roay
HUJepiaHicKas KomnaHus 3apeructpupoBana operst "WECA", uro o60o3Havano cinoBocouetanue "Wireless
Fidelity", xoTopslii nepeBoaUTCs Kak "OecpoBOiHAs TOUHOCTD'.

Jlo Hamero BpeMeHHM Jouuia japyras aOOpeBuaTypa, KOTOpas SBISETCS TaKOM e TeXHolorued. ITo
ab6bpeBuarypa "Wi-Fi". Takoe Ha3Banue ObUIO TaHO C HAMEKOM Ha CTaHAApT BBICIIEH 3BYKOBOM TexHUKH Hi-
Fi, uTo B mepeBo/ie 03Ha4yaeT "BBICOKAst TOYHOCTH'".

Ja, OecrnaTHBI MHTEPHET-IOCTYN B Kade, OTEeNIX M a’pornopTax SBISETCS OTIMYHON BO3MOXKHOCTHIO
BbIXOJla B MHTepHeT. Ho MHOrme skcmepTbl cuMTaioT, 4to oOmienoctynHeie Wi-Fi cetu He sBIsitoTCS
0e30MmacHbIMHU.

Cosempl no o6ezonacnocmu pabomel 6 ooweoocmynnuix cemsax Wi-fi:

1. He mepemaBaii cBorw nuuHyro uHpopMmaiuio yepe3 obOmenoctynHsie Wi-Fi cetu. PaGoras B HuX,
JKeJaTeITbHO He BBOAMTH MAPOITH JIOCTYIIA, IOTHHBI M KAKHE-TO HOMEPa,

2. Vcnionb3yii 1 OOHOBIISI aHTUBUPYCHBIE IPOrpaMMBbI M OpaHaMayep. Tem caMmbIiM Thl 00€30MacHIllb ce0st OT
3aKaykH BUpyCa Ha TBOE YCTPOWCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmioun ¢ynkiuio "OOmmii noctyn k daitnam u npuntepam'. JlanHas
GyHKIMS 3aKpbiTa MO YMOJYaHHUIO, OJHAKO HEKOTOpbIE IOJb30BAaTENM AaKTUBUPYIOT €€ s ynoOcTBa
UCIIOJIb30BaHUs B paboTe win y4eoe;

4. He ucnionw3yit myomuunsii WI-FI s mepemaun TUYHBIX TaHHBIX, HAMPUMEP /IS BBIXOJIa B COITMATIBHBIC
CETH WJTU B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonw3yit Tonmpko 3ammmennoe coenunenue uepe3 HTTPS, a ne HTTP, t.e. mpu nHaGope BeG-ampeca
BBOAM UMeHHO "https://";

6. B mob6unsHOM Tenedone otkmoun (ynkmuio "llogkmouenne k Wi-Fi aBromatnyecku". He momyckait
aBTOMATHUYECKOTO MOJKIIOUEHUs YCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.



ConuajnHble CeTH

COI_[I/IaJII:HI:Ie CCTU AKTHUBHO BXOIAT B HAIly XKWU3Hb, MHOT'UC JIFOAU pa60Ta10T " KUBYT TaM IIOCTOSHHO, a B
Facebook YKE 3apeTUCTPUPOBaAH MHUJIJIMAPA YCIOBCK, YTO ABJIACTCA OI[HOﬁ CC,HBMOP'I BCEX JKUTEIICH TUIaHETHI.
MHorue MoJIb30BaTeIu HE IIOHHUMAKT, 4TO I/IH(bOpMaLII/ISI, pPasMCIICHHAsA UMW B COLOUAJIBHBIX CCTAX, MOXKCT
OBITh HaﬁﬂeHa H HUCII0JIb30BaHa KEM YIrogHO, B TOM YHUCJIC HC 00s3aTeNbHO ¢ OJJaruMu HaMCPECHUSAMU.

OcHoesHble cogembl no 6€30nACHOCIU 6 COYUATbHBIX CEMAX:

1. Orpannyb CIUCOK Apy3eil. Y Te0st B Jpy3bsiX HE TOHKHO OBITH CIIyYailHBIX U HE3HAKOMBIX JIIOACH;

2. 3amuMuail cBor 4YacTHYH ku3Hb. He ykaspiBail mapousiu, TenedoHsl, agpeca, JaTy TBOErO POXKICHUS U
JPYTyIo JUUHYI0 HHGOpMAIHIO. 3T0YMBIIIICHHUKH MOTYT UCIIOIB30BaTh J1a)ke WH(POPMAIIUIO O TOM, KaK Thl U
TBOM POAMTENHN IUIAHUPYETE IPOBECTU KAHUKYJIbI;

3. 3amumiaii CBOIO PENyTaLuIo - JEPXKH €€ B YHCTOTE U 3a/aBail cede BOIpPOC: XOTeN Obl Thl, YTOOBI ApyTHe
HOJIb30BATENM BHJIENU, YTO Thl 3arpyxaemsb? [lomymaii, mpexzae 4eM 4TO-TO OIyOJIMKOBATh, HAlMCaTb U
3arpy3uTh;

4. Ecnu Tl TOBOPHULIB C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3YH CBOE peallbHOE UMS U APYTYIO JINYHYIO
UHPOPMALIUU: UM, MECTO KHUTEIHCTBA, MECTO Y4eObl U Ipoyee;

5. U36eraii pasmenienust potorpaduii B MuTepHere, rae Tl U300paXkeH Ha MECTHOCTH, IO KOTOPOH MOXHO
OIIPENIENIUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpanuu B COMaIbHON ceTH HEOOXOAMMO UCIIOIB30BaTh CI0XKHBIE APOJIU, COCTOSIIUE U3 OyKB U
udp ¥ ¢ KOJIMIECTBOM 3HAKOB HE MeHee §;

7. JIns counanbHOM CeTH, MOYThI U IPYIUX CalTOB HEOOXOAMMO HCIOJB30BATH pa3Hble Mapoiu. Toraa eciau
TeOs B3JIOMAIOT, TO 3JI0YMBIIIUIEHHUKH [10JIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBbIE IEHbIH

ONEKTPOHHBIE IEHBIU - 3TO OYEHb yJIOOHBIN CrIOCOO MiIaTeXel, OJTHAKO CYIIECTBYIOT MOILIEHHUKH, KOTOPbIE
XOTAT NOJIyYUTh 3TH JECHBIU.

ONEKTPOHHBIE IEHBI'M MOSBUINCH COBCEM HEJIABHO M MMEHHO H3-3a 3TOr0 BO MHOTHMX I'OCYJapCcTBax 0 CHUX
IIOp HE MPOMKCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (QYHKIMOHMPYIOT U O HUX YK€ IPOIMCAHO B 3aKOHE, IJle UX pa3JeNsIloT Ha HECKOJbKO
BUJIOB - AHOHUMHBIE U HE aHOHMMHBbIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcs
IPOBOAMTH Orepanuu 6e3 UIeHTU(PUKALMHU 110Ib30BaTENsl, @ B HEAHOHUMHBIX WICHTU(PUKAIMS [10JIb30BATEN
SBIIsIETCS 0053aTENbHOM.

Taxxe creayeT pasiauyarh OJJIEKTPOHHbIE (HUATHBIE JEHBI'M (paBHBl TOCYIApPCTBEHHBIM BANIOTaM) U
9JIEKTPOHHBIE HepUaTHBIE IEHBIY (HE PaBHBI FOCYIAPCTBEHHBIM BAJIOTaM).

Ocnosnvle cogemul no 6e30nacHoil padome ¢ I1eKMPOHHLIMU OCHbZAMU:

1. [IpuBsixu K cueTy MOOMIBHBIN TenedoH. ITo caMblil yIOOHBINH U OBICTPBIN CITOCOO BOCCTAHOBUTH JOCTYI K
cuery. [IpuBsizanHbIil TenedOH MOMOXKET, €ClH 3a0yAellb CBOU IMIATeKHBIM Mapoib WX 3aiellb Ha CAlT C
HE3HAKOMOTO YCTPOWCTBA;

2. Vcnonp3yii ogHopa3oBeie maponu. [locrme mepexoma Ha YCHJICHHYIO aBTOpH3AIUI0 Tede yxe He Oyner
YIPOXKaTh OMACHOCTh KPAXXH WM MEepexBaTa MIaTeKHOTO Mapois;

3. Breibepu cnoxsblii maponb. [IpecTymHukam OyaeT He MPOCTO yraaaTh CIOXKHBIN mapons. HamexHbie
MapoJid - ATO MapoJid, KOTOPBIE CoIepkKaT HE MEHee 8 3HAKOB M BKJIIOUYAIOT B CeOsl CTPOYHBIC W MPOIHCHBIC
OykBBI, IU(GPBHI U HECKOJBKO CHMMBOJIOB, TaKH€ KaK 3HAK JoJuiapa, (pyHTa, BOCKIHMIATETBHBIA 3HAK U T.IL.
Hampumep, $tROng!;

4. He BBOAM CBOM JIMYHBIEC JAHHBIE HA CaTaX, KOTOPHIM HE JI0BEPSEIb.



JJIeKTPOHHAS MOYTA

DONEeKTpOHHAs MOYTa - ATO TEXHOJOTHS M MPEJOCTaBIsEMble €10 YCIYI'H MO MEPEeChUIKE U TOIYYESHUIO
AIIEKTPOHHBIX COOOIICHUH, KOTOpbIE PACHPEICNSIOTCS B KOMIIBIOTEPHOW ceTh. OOBIYHO 3JIEKTPOHHBIN
MOYTOBBIA SAIIUK BBIJISIAUT CIEAYIOUIUM 00pa3oM: UM IOJb30BaTeNsi(@uMs_jaoMeHa. Takke Kpome
nepeaayn MpoCcToro TEKCTa, MMEETCsl BO3MOKHOCTh TepeiaBaTh (paiiibl.

OcHogHble cogembl no 6e30nacHoil padome ¢ 31eKMPOHHON NOYMOTL:

1. Hamo BBIOpaTh mNpaBUIIBHBI TOYTOBBIM CEpBUC. B WHTEpHETE €CTh OTPOMHBIA BBHIOOpP OECIUIATHBIX
MOYTOBBIX CEPBHUCOB, OJHAKO JIYYILIEC JOBEPSITH TEM, KOTO 3HACIIb U KTO MEPBbII B PEUTHHTE;

2. He yka3plBaii B JWYHOW TmoOYTe JHWYHY0 wuHbopMmanuio. Hampumep, ydme BbuIOpaTh
"My3bIKabHbIN _(aHaT@" nan "pokx2013" Bmecto "Temal3";

3. Mcnonb3yil ABYX3TAHYIO aBTOPU3ALMIO. JTO KOrJa OMHUMO Napojsl HYKHO BBOJAMTH KOJI, IPUCHLIAEMBI
mo SMS;

4. BriOepu coKHBIH maposib. J{Js KaXKaoro MoYTOBOTO SIIIMKA TOJKEH ObITh CBOM HAJEKHbBIN, YCTOMUUBBIN K
B3JIOMY [1apOJib;

5. Ecnu ectb BO3MOKHOCTh HAMCAaTh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTb;

6. crionb3yil HECKOJIBKO MOYTOBBIX SMIUKOB. [1epBbIil 1711 YaCTHOW MEPENUCKH C aapecaTaMu, KOTOPBIM ThI
JOBepsielb. DTO NIEKTPOHHBIN aJipec He HAJ0 UCTOIb30BaTh MPU PETUCTPALlMK Ha PopyMax u caiTax;

7. He oTkpeiBail (haiiibl U Ipyrue BIOXKEHUS B MMCbMax, Ja)K€ €CJIM OHU IPUILUIM OT TBOMX Apy3el. Jlyuie
YTOYHH Y HUX, OTIIPABJISUIN JIU OHU TeOe 3TU (ailibl;

8. ITociie okoH4YaHUs PabOTHI HA TOYTOBOM CEPBHCE TIEpE] 3aKPBITHEM BKIIAJIKHA C CAUTOM HE 3a0y/b HaXarh
Ha "Beriit".

KubepOynnunr niam
BHPTYaJIbHOE M3/1eBATEIbCTBO

KubepOynnuur — mnpecnenoBaHue COOOIIEHUSIMH, COJEPKAIIUMH OCKOPOJIECHUS, arpecCcHio, 3amyrHBaHUE;
XYJIUTaHCTBO; COIIMATbHOE OONKOTUPOBAHUE C MTOMOIIBIO PA3TMUYHBIX HHTEPHET-CEPBUCOB.

Ocnoenvle cogemul no 60pvoe c KubepoyIIUHZOM:

1. He 6pocaiics B Ooit. Jlydmmii crioco0: MocOBETOBATLCS KaK ce0sl BECTH U, €CJIM HET TOr0, K KOMY MOXHO
00paTUTHCS, TO BHayaue yCHOKOUThCs. Eciu Thl HayHelb OTBeYaTh OCKOPOJEHMSIMU Ha OCKOpOJEHHs, TO
TOJIBKO €111 OOJIbIIIEe Pa30kKKelIb KOH(IUKT;

2. Yrpasinsii cBoel Kubeppenyraruei;

3. AHOHUMHOCTb B ceTd MHUMasi. CyIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTOUT BeCTH XYJIUTaHCKUH 00pa3 BUPTYalbHOH ku3HU. VIHTEpHET (puKcupyeT Bce TBOU JEHCTBHS U
COXpaHsieT ux. Y JaluTh ux OyaeT KpaiiHe 3aTpyJHUTEIbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyil enuHu4Hbli HeratuB. OJHOpPA30BbIE OCKOPOUTENBHBIE COOOILIEHUS JIydllle UTHOPUPOBATh.
OO0bIuHO arpeccus MpeKpalaeTcs Ha HadaabHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOINCHHUSIMH, B COIMAIBHBIX CETSAX €CTh
BO3MOXHOCTH OJIOKHPOBKH OTIPABKH COOOILIEHUHN C ONPEAETICHHBIX a/IpECOB;

8. Ecnu TbI cBUneTenb kubepOyinHra. TBOM JeHCTBUS: BBICTYIIUTh MPOTUB IIPECIIeIoBaTeNs, OoKa3aTh eEMY,
4YTO €ro JEHCTBUS OLICHMBAIOTCS HEraTUBHO, MOJAEPKaTh KEPTBY, KOTOPOW HY)KHAa IICHXOJIOTMYECKast
MOMOIIb, COOOIIUTH B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.



MoOnabHbIil Te1e)oH

CoBpeMeHHbIEe cMapT(HOHBI U IUIAHIIETHI COAEPKAT B cebe BIIOJIHE B3POCHBIA (PYHKIHMOHAJT, U TEHEeph OHU
MOTYT KOHKYPHUPOBaThb CO CTal[MOHapHbIMHU KoMIbtoTepaMu. OJHAKO, CPEICTB 3alUThl s MOJO0OHBIX
YCTPOMCTB IIOKa OY€Hb Mayo. TEeCTUPOBAHUE U MOUCK YA3BUMOCTEH B HUX IIPOUCXOJUT HE TaK MHTEHCHUBHO,
kak i 1K, To sxe camoe kacaeTcst 1 MOOMJIBHBIX ITPHIIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTHUECKU JOTHAJIM HACTOJIbHBIC aHAJIOTH, OJIHAKO PaCIIUpEHUe
¢yHKIMOHANA BIeUYeT 3a cO00 OOMBIIYIO CI0KHOCTh M MEHBUIYIO 3aIIUIICHHOCTb.

Jlanexko He BcCe NPOU3BOJUTEIM BBIIYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOLIME KPUTHUYECKHE YSI3BUMOCTH IS
CBOUX YCTPOWCTB.

OcHogHbie cogembl 0115 06€30NACHOCHU MOOUTILHO20 menedona:

1. Huuero He sBIseTCS MO-HACTOsIIEMYy OecriaTHBIM. byab ocTopokeH, Beop Korjaa Tebe mpeiararor
OecrutaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO TUIATHBIE YCIIYTH;

2. llymaii, npexae yem otmnpaBuTh SMS, doto mwnu Buneo. Thl TOYHO 3HaelIb, Te OHU OYyIyT B KOHEUHOM
utore?

3. HeoOxomuMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapT(hoHa;

4. Ucnonp3yit aHTUBUPYCHBIE IPOIPAMMBI JIsl MOOMJIBHBIX TeJIe()OHOB;

5. He 3arpyxaii mpuioxeHHuss OT HEH3BECTHOTO HCTOYHHKA, BEIb OHU MOTYT COJIEPKaTh BPEIOHOCHOE
IPOrpaMMHOE 00€CIIEUEHHE;

6. ITocne Toro Kak Thl BIHJIEIIb C CaiiTa, I/ie BBOIWI JIMYHYIO HH(POpMAIIHIO, 3aiiI1 B HACTPOMKHU Opay3epa u
ynanu cookies;

7. Tlepuoanuecku mpoBepsii, KaKue IUIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. JlaBaii cBOIf HOMEp MOOHIIBHOTO Tesle(hOHA TOIBKO JIFOJIIM, KOTOPBIX ThI 3HACIIb U KOMY JIOBEpSICIIIb;

9. Bluetooth nomkeH ObITh BBIKIIIOUEH, KOTIa Thl UM HE MoJb3yelibes. He 3a0biBaii HHOT 12 TPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJAWH-UTPBI - 9TO KPACOUYHbIE, 3aXBAThIBAIOIINE PA3BICUECHUs, 00BEIUHSIONINE COTHU ThICAY
YyelioBeK Mo BceMy Mupy. Urpoku uccieayrooT AaHHBII UM MUp, OOIIAOTCS JAPYr C APYrOM, BBIIOJHSIOT
3a/laHusl, CPaXKarOTCsl ¢ MOHCTpaMH M IOJIyYarOT OMNBIT. 3a YAOBOJIBCTBHE OHM ILIATST: IMOKYMAOT IUCK,
OIJIaYMBaOT A00OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIUU.

Bee »tm cpeactBa uayT Ha NOJJAEpKAaHHUE M Pa3sBUTHE UIPbl, a TakkKe Ha caMmy O€30IacHOCTB:
COBEPILEHCTBYIOTCSI CHUCTEMbl AaBTOPU3ALMH, BBIMYCKAIOTCS HOBbIE NaTyd (UM(POBBIE 3aIUIATKU IS
IpOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1'[02106HI)IX urpax CTOHUT OIacaTbCsa HE CTOJBKO CBOUX COIICPHUKOB, CKOJBKO Kpa>Xh TBOCTO IIApOJid, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AlTUU OOJIBIIIMHCTBA urp.

OcHogHbie cogempl nO 0€30NACHOCIMU ME0E20 UZPO6020 AKKAYHIMA:

1. Ecnmu npyroii urpok BeneT cels IUIOXO MM CO3JaeT TeOe HENMpHUSITHOCTH, 3a0JOKHpPYH €ro B CIIHCKe
UT'POKOB;

2. Ioxanyiicss aIMUHUCTPATOPAM UTPhI Ha TJI0XOE MOBEAEHUE 3TOTO UTPOKA, KETATEIBbHO MPUIIOKUTh KaKhe-
TO JI0KA3aTeNbCTBA B BUJI€ CKPHUHOB;

3. He yka3wiBaii muunyro uHdopmaluio B npodaise urpsl;

4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycTanaBnuBaii Heo(umagabHple TATYH U MOJIBI,

6. Mcnionp3yil cioKHbIE U pa3HbIe ApOJIH;

7. Haxe BO BpeMsi UTPbl HE CTOMT OTKJIIOYaTh aHTUBHUpYC. [loka Tkl urpaeiib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.



OUIIMHT WIH Kpazka JUYHBIX JaHHbIX

OObIUHOM KpaXkeil JeHer W JOKYMEHTOB CErOJHsS yX€ HUKOTO0 HE YAMBHIIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 3JI0YMBIIUICHHUKY TIEPEMECTUIINCH B MHTEPHET, ¥ MTPOI0JIKAIOT 3aHUMATHCS "MOOMMBIM" 1€JIOM.
Tak mosiBUIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIM (PUIIHMHT, IJIaBHAs IeJIb KOTOPOTO COCTOUT B
HOJTYYeHUH KOH(QUACHIMAIBHBIX JAaHHBIX IIOJIb30BaTeNell - JIOTMHOB M mapojed. Ha aHrmmiickom s3bIke
phishing unTaercs xak ¢pummnr (ot fishing - peronas noBis, password - maposs).

Ocnosnvle cogemul no 60pvoe ¢ puwunzom:

1. Cneau 3a cBouM akkayHToM. Eciu Thl mojo3peBaeliib, YTO TBOSI aHKETa Oblila B3JIOMaHa, TO HEOOXOIUMO
3a0JIOKMPOBATH €€ M COOOLIUTh aJMUHUCTPATOPaM pecypca 00 TOM KaKk MOXKHO CKOpee;

2. Ucnonp3yit 6e3omacHbie BeO-CaiThl, B TOM YKCJIEe, HHTEPHET-Mara3uHoOB U TOMCKOBBIX CUCTEM;

3. Hcnonw3yil cliokHBIE M pa3Hble mapoyd. Takum oOpa3om, ecinu TeOs B3IIOMAIOT, TO 3J0YMBIIUICHHUKH
MOJTy4yaT IOCTYI TOJIBKO K OJTHOMY TBOEMY IPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3IIOMaIIH, TO HEOOXOIMMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE JJOOABJICHBI y TEOS B
IpY3bsiX, O TOM, YTO TeOs B3JIOMAJIA M, BO3MOXHO, OT TBOEr0 UMEHH OYyJeT pacchliaThbCs CllaM M CCBUIKU Ha
(UIIMHTOBBIE CAMTBHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOMITBHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHE MMapodisi B Opaysepe;

7. He oTkpbiBaii (aiiibl ¥ Ipyrue BIOKEHUS B MUChbMaX, Ja)XXe €CIM OHU MPUILIM OT TBOMX JApy3eil. Jlydiie
YTOYHHU Y HUX, OTHPABIISUTA JIX OHU TeOe ITH (haiiibl.

Hud¢posas penyrauus

[udposas pemyTraius - 3T0 HeETaTUBHAs WM MO3UTHUBHAS HH(popMalus B ceTu o Tede. KomnpomeTupyromas
uH(popMalus, pa3MelleHHas B HHTEPHETE, MOXET CEPhe3HbIM O0pa3oM OTPa3UThCS Ha TBOEW peanbHOMN
xu3Hu. "LludppoBas pemyrauus" - 3T0 TBOM UMUK, KOTOpbIH (opmupyerca u3 uHGOpManuu o Tedbe B
UHTEpPHETE.

TBOE MeCTO KHUTENhCTBA, Yy4eObl, TBOE (PMHAHCOBOE MOJOKEHHUE, OCOOEHHOCTH XapaKTepa M PaccKasbl O
OJIM3KUX - BCE 3TO HAKATIMBAETCS B CETH.

MHorue MoJpOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOiauKamuu JuyHOM uHpopmauuu B MHTepHere, He
NOHMMAasi BO3MOKHBIX MocieAcTBUi. Thl Jgaxke HE CMOXeIb J0rajaThCsi O TOM, 4TO Qororpadus,
pasMelleHHas 5 JIeT Ha3aj, cTaja MPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KomMmenTapuu, pasmenienue TBoux (otorpaduii U apyrue ASMCTBUS MOTYT HE MCUE3HYTh JakKe MOCIe TOro,
KaK ThI UX yJaJduIlb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty HH(GOPMAIIUIO, ITOoTaja JIM OHAa B TIOMCKOBBIE CHUCTEMBI
U COXPAaHWJIACh JIU OHA, a TJIABHOE: YTO MOAYMAaIOT O TeOe OKPY)KAIOUIUE JIFOAHU, KOTOPhIE HAWIYT U YBUIST
sT0. HaifTn mHbOpMAaIMio MHOTO JIET CIYCTS CMOXET J00OW - Kak W3 JOOpBIX MOOYKIEHUH, TaKk U C
HaMEpPEeHUEM IPUYUHUTH BPeJl. DTO MOXKET OBITh KTO YTOJIHO.

OcHogHbie cogembl no 3auume yu@poeoi penymayuu:

1. [Toxymaii, mpexae ueM 4To-TO MyOJIMKOBATh U MepeaBaTh y ceOs B 0J0Te WU B COIIMAIBHON CETH;

2. B nactpoiikax mpo¢uis yCTaHOBM OTpaHHUYEHHUS HA MPOCMOTP TBOETrO HPOQHIS U €ro COAEPKUMOrO,
clenail ero ToJabKo " apy3en’;

3. He pa3meniaii u He yka3bpiBail HHPOPMALIUIO, KOTOPAsk MOXKET KOTr0-THM00 OCKOPOISATH UK 0OMXKATh.



ABTOpCKOE IpaBo

CoBpeMeHHbIE IIKOJIBHUKU — AaKTUBHBIE MOJB30BATENN HUGPPOBOro mpocTpaHcTBa. OnHAKO TAleKo HE Bce
3HAIOT, YTO IOJH30BAaHUE MHOIMMH BO3MOXKHOCTSIMH LM(POBOro Mupa TpedyeT COONIOACHHs IpaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "MHTEIUIEKTyaldbHass COOCTBEHHOCTH'" OTHOCHUTCS K PA3JIMYHBIM TBOPEHHUSM YEJIOBEYECKOTO yMa,
HAuuHas C HOBBIX M300pETEHUH U 3HAKOB, 00O3HAYAIOIIMX COOCTBEHHOCTh HA HPOAYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMu, pororpadusMu, KHHOPHIEMAMH U MY3bIKQIbHBIMUA IPOU3BEACHUSMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HHTEJUICKTYAIbHYIO COOCTBEHHOCTh Ha IPOM3BEACHUS HAYKH, JINTEPATYPhI U
UCKYyCCTBAa. ABTOPCKHE MpaBa BHICTYNAIOT B KaY€CTBE FapaHTHHM TOTrO, YTO MHTEJUIEKTYaJIbHBINH/TBOPUECKUI
TpyJ aBTOpa He OyJeT HaIpacHBIM, JacT €My CIIPaBeUIMBBIE BO3MOXHOCTH 3apa0dOTaTh Ha pe3ysbTaTax
CBOErO TpyJAa, MOIY4YUTh HU3BECTHOCTb M Ipu3HaHuWe. Hukro 0Oe3 paspelieHus aBTOpa HE MOMKET
BOCITPOHU3BOJUTH €ro IIPOU3BCACHUC, PacupoCTpaHiaThb, Hy6HHqHO ACMOHCTPHUPOBAThH, npoaaBath,
UMIIOPTUPOBATh, IYCKaTh B MPOKAT, MyOJUYHO UCHOIHSTH, IOKA3bIBATH/UCIIOIHATh B 3(Upe WU pa3MelaTh
B MHTEpHETE.

Hcnonp3oBanue "mupaTcKoro” mporpaMMHOTO 00ECTIeYeHHsT MOXKET IPUBECTH K MHOTHM PUCKaM: OT TOTEpU
JAHHBIX K TBOUM aKKayHTaM 0 OJIOKUPOBKU TBOETO YCTPOWCTBA, IJIe yCTAHOBJIECHA HeJerajbHasi IporpaMma.
He crout Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJbHbIE U OECIIaTHBIE MPOTrPaMMbl, KOTOPbIE MOKHO HAaWTH
B CETH.

(0) mopraljie CeTCBI/I‘lOK.pQ) - TBOH TJIaBHBIA COBETUYHMK B CETH. 3IIGCL Thbl MOKCIIb Y3HATH O 0€30I1acCHOCTH B
CCTU IIOHATHBIM MW AOOCTYIIHBIM A3BIKOM, a IIPpH BO3HUKHOBCHUU KpPITPI‘ICCKOﬁ CUTyallun O6paTI/ITI)C$I 3a
COBETOM. A TaKxke IMPUHATD YU4aCTHC B KOHKYpCaxX U CTaTb CaAMbIM I_II/I(I)I)OBLIM Fpa)KI[aHI/IHOM!
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